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Abstract—The problem of efficiently maintaining a large
number (say millions) of statistics counters that need to be up-
dated at very high speeds (e.g., 40 Gb/s) has received considerable
research attention in recent years. This problem arises in a variety
of router management and data streaming applications where
large arrays of counters are used to track various network statis-
tics and implement various counting sketches. It proves too costly
to store such large counter arrays entirely in SRAM, while DRAM
is viewed as too slow for providing wirespeed updates at such
high line rates. In particular, we propose a DRAM-based counter
architecture that can effectively maintain wirespeed updates to
large counter arrays. The proposed approach is based on the
observation that modern commodity DRAM architectures, driven
by aggressive performance roadmaps for consumer applications,
such as video games, have advanced architecture features that
can be exploited to make a DRAM-based solution practical. In
particular, we propose a randomized DRAM architecture that can
harness the performance of modern commodity DRAM offerings
by interleaving counter updates to multiple memory banks. The
proposed architecture makes use of a simple randomization
scheme, a small cache, and small request queues to statistically
guarantee a near-perfect load-balancing of counter updates to
the DRAM banks. The statistical guarantee of the proposed ran-
domized scheme is proven using a novel combination of convex
ordering and large deviation theory. Our proposed counter scheme
can support arbitrary increments and decrements at wirespeed,
and they can support different number representations, including
both integer and floating point number representations.

Index Terms—Convex ordering, large deviation theory,
majorization, network measurement, statistics counter.

I. INTRODUCTION

I T IS widely accepted that network measurement is essen-
tial for the monitoring and control of large networks. For

tracking various network statistics (e.g., performing SNMP link
counts) and for implementing various network measurement,
router management, intrusion detection, traffic engineering, and
data streaming applications, there is often the need to maintain
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very large arrays of statistics counters at wirespeed (e.g., many
millions of counters for per-flowmeasurements [2], [3]). In gen-
eral, each packet arrival may trigger the updates of multiple
per-flow statistics counters, resulting in possibly tens of mil-
lions of updates per second. For example, on a 40-Gb/s OC-768
link, a new packet can arrive every 8 ns, and the corresponding
counter updates need to be completed within this time frame.
Large counters, such as 64 b wide, are needed for tracking ac-
curate counts even in short time windows if the measurements
take place at high-speed links, as smaller counters can quickly
overflow. Additionally, a practical counter array solution has to
be able to deal with any arbitrary including adversarial incoming
sequence of counter addresses, i.e., indices, to be incremented
because statistics counter arrays may often be used in security
applications, such as intrusion detection, and in settings where
an adversary has incentives to compromise their performance
guarantees.
While implementing large counter arrays in SRAM can

satisfy the performance needs, the amount of SRAM required
is often both infeasible and impractical. As reported in [4],
real-world Internet traffic traces show that a very large number
of flows can occur during a measurement period. For example,
an Internet traffic trace from UNC has 13.5 million flows.
Assuming 64 b for each flow counter, 108 MB of SRAM
would already be needed for just the counter storage, which
is prohibitively expensive. Therefore, researchers have been
actively seeking alternative ways to realize large arrays of
statistics counters at wirespeed [2]–[11].
Several designs of large counter arrays based on hy-

brid SRAM/DRAM counter architectures have been pro-
posed [2]–[5]. Their basic idea is to store some lower-order
bits (e.g., 9 b) of each counter in SRAM, and all its bits (e.g.,
64 b) in DRAM. The increments are made only to these SRAM
counters. When the values of SRAM counters come close
to overflowing, they are scheduled to be “flushed” back to
the corresponding DRAM counters. These schemes signifi-
cantly reduce the SRAM cost. In particular, the scheme by
Zhao et al. [4] achieves the theoretically minimum SRAM
cost of 4–5 b per counters when the SRAM-to-DRAM access
latency ratio is between 1/10 (4 ns/40 ns) and 1/20 (3 ns/60 ns).
While this is a substantial reduction over a straightforward
SRAM implementation, storing say 4 b per counter in SRAM
for 13.5 million flows would still require nearly 7 MB of
SRAM, which is a significant amount and difficult to im-
plement on-chip. Moreover, since the bounds on SRAM
requirements for the hybrid SRAM/DRAM approaches are
based on preventing SRAM counter overflows, the SRAM
requirements are also dependent on the size of the increments.
If a wide range of increments is needed, and large increments
are possible, then the possibility for a counter to overflow could
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occur much earlier, and more SRAM counter bits would be
needed to compensate, resulting in yet larger SRAM require-
ments. On the other hand, in our counter array scheme, we
only need to increase the storage for several thousand entries.
To maintain 16 million active counters, the size increase in our
scheme is less than the traditional SRAM/DRAM schemes by
more than three orders of magnitude. In addition, the existing
hybrid SRAM/DRAM approaches do not support arbitrary
decrements and are based on an integer number representation,
whereas a floating point number representation may be needed
in some applications [12], [13] to maintain values such as the
entropies of data streams.

A. DRAM Can Be Plenty Fast

In this paper, we challenge the main premise behind pre-
vious hybrid SRAM/DRAM architecture proposals. Their main
premise is that DRAM accesses are too slow for wirespeed up-
dates, though DRAMs provide plenty of storage capacity for
maintaining exact counts for large arrays of counters. How-
ever, our main observation is that modern DRAM architectures
have advanced architecture features [14]–[17] that can be ex-
ploited to make a DRAM solution practical. We then propose
DRAM-based counter architectures that allow for wirespeed up-
dates to large counter arrays.
Motivated by a seemingly insatiable appetite for extremely

aggressive memory data rates in graphics, multimedia, video
game, and high-definition television applications, the memory
semiconductor industry has continuously been driving very
aggressive roadmaps in terms of ever increasing memory
bandwidths that can be provided at commodity pricing (about
$0.01/MB as of this writing). For example, the Cell processor
from IBM/Sony/Toshiba [18] uses two 32-b channels of XDR
memories [19] with an aggregated memory bandwidth of
25.6 GB/s. Using an approach called micro-threading [17], the
XDR memory architecture provides internally 16 independent
banks inside just a single DRAM chip, 256 memory banks
across 16 DRAM chips that are typically packaged into a single
memory module. Next-generation memory architectures [20]
are expected to achieve a data rate upwards of 16 GB/s on
a single 16-b channel, 64 GB/s on an equivalent dual 32-b
channel interface used by the Cell processor. This enormous
amount of memory bandwidth can be shared or time-multi-
plexed by multiple network functions. The Intel IXP network
processor [21] is another example of a state-of-the-art network
processor that has multiple high-bandwidth memory channels.
Besides XDR, other memory consortia have similar capabili-
ties and advanced architecture features on their roadmaps as
well since they are driven by the same demanding consumer
applications. For example, extremely high data efficiency can
be achieved using DDR3 memories as well [16].
Although these modern high-speed DRAM offerings provide

extraordinary memory bandwidths, the peak access bandwidths
are only achievable when memory locations are accessed in
a memory interleaving mode to ensure that internal memory
bank conflicts are avoided. Unlike graphics and video applica-
tions with mostly sequential memory access patterns, which are
known to be friendly to memory interleaving, the conventional
wisdom is that the random or even adversarial access nature
of network measurement applications would render interleaved
access modes unusable. For example, for XDR memories [19],

a new memory operation could be initiated every 4 ns when the
internal memory banks are interleaved, but a worst-case access
latency of 40 ns is required for a read or a write operation if
memory bank accesses are unrestricted.

B. Our Approach

Our main idea is to randomly distribute the memory ad-
dresses to which consecutive counter indices are mapped
across the memory banks so that a near-perfect balancing of
memory access loads can be provably achieved, under arbi-
trary including adversarial counter update patterns. Suppose
the SRAM-to-DRAM random access latency ratio is , e.g.,

ns ns . The randomized counter scheme
works by using DRAM banks and randomly dis-
tributing the array of counters across these DRAM banks so that
when the loads of these memory banks are perfectly balanced,
the worst-case load factor of any DRAM bank is .
In particular, we apply a random permutation function to the
counter index to obtain a randomly permuted counter index,
which is in turn mapped to a memory bank according to the
traditional memory interleaving scheme that is in use.
The randomized scheme does not require extra DRAM. It

works by ensuring that the memory load is evenly distributed
when different counters are updated over time, under arbitrary
counter update sequences. However, an adversary can conceiv-
ably overload a memory bank by sending traffic that would
trigger the update of the same counter because these counter up-
dates will necessarily bemapped to the samememory bank. This
case can be easily handled through caching. By caching pending
counter update requests, we can ensure that repeated updates to
the same counter within a certain time window will not result in
any new memory operations. Instead, the pending counter up-
date request is simply modified to reflect the new counter update
request.
While this architecture of randomization plus caching sounds

simple and straightforward, a key contribution of this paper
is a mathematical one: We prove that index randomization
combined with a reasonably sized cache can handle with over-
whelming probability arbitrary including adversarial counter
update patterns without having overload situations as reflected
by long queuing delays (to be made precise in Section IV). This
result is a worst-case large deviation theorem in nature [22]
because it establishes a bound on the largest/worst-case value
among the tail probabilities of having long queueing delays
under all admissible including adversarial counter update
patterns. In the course of proving this result, we also establish
a novel general methodology for establishing worst-case large
deviation bounds. Worst-case large deviation bounds such as
ours are very hard to obtain because the parameter space (in
our case all admissible counter update patterns) underlying
the large deviation tail bound problem is gigantic. Although
given a particular parameter setting, i.e., a particular counter
update sequence, establishing the tail bound in our problem is
straightforward through the Chernoff technique, enumerating
this procedure over the entire parameter space is computa-
tionally impossible, and finding the maximum of such bounds
appears to be analytically impossible as well through tractable
optimization techniques.
Our methodology to overcome this difficulty is a novel com-

bination of convex ordering and large deviation theory. To our
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surprise, we found that we are able to find a parameter config-
uration, i.e., counter update sequence, that dominates all other
configurations by the convex order. Since the exponent function
is a convex function, we are able to dominate the moment gen-
erating function (MGF) of queueing delays, which is a random
variable, under all other parameter settings by the MGF under
the worst-case parameter setting. We can then apply the Cher-
noff technique to this worst-case MGF to obtain very sharp tail
bounds. Using this theoretical framework, we show that only
very small queues, to say on the order of entries per re-
quest queue, are required to ensure a negligible overflow prob-
ability (say under 10 ).

C. Summary of Contributions

We make several contributions in this work.
• We propose a DRAM-based counter architecture that can
effectively maintain wirespeed updates to large counter ar-
rays. As we shall see, our proposed counter scheme can
leverage the internal independent memory banks already
available inside a modern DRAM chip without the expense
of multiple parallel memory channels, thus making it very
cost effective.

• We develop a novel mathematical methodology for estab-
lishing worst-case large deviation bounds and present a rig-
orous theoretical analysis on the performance of our pro-
posed randomized counter architecture in the worst-case as
one of its applications.

• We present concrete evaluations of our proposed scheme
using the XDR memory architecture [17], [19], [20],
which has 16 internal independent memory banks in each
memory chip, 256 memory banks across 16 memory chips
in a single memory module, and we show that wirespeed
performance can be achieved without the expense of
multiple memory channels.

• Compared to existing hybrid SRAM/DRAM counter
architectures [2]–[5], our randomized counter solution
offers three clear advantages. First, our solution can
achieve the same update speeds to counters, without the
need for a nontrivial amount of SRAMs for storing partial
counts. Second, our solution can easily accommodate
increments/decrements of any arbitrary integer (needed
for counting bytes) or floating point values (needed in
certain data streaming applications [12], [13]), while
hybrid SRAM/DRAM counter architectures typically can
only accommodate “increment by 1” efficiently. Finally,
as we shall show in Section V, our DRAM-based solution
requires only a small amount of “control” SRAM, the
size of which is independent of the number of counters
being maintained. Therefore, our approach is scalable to
future application scenarios in which much larger counter
arrays are conceivable (possibly hundreds of millions of
counters). This is in contrast to hybrid SRAM/DRAM
architectures where the SRAM requirement grows lin-
early with the number of counters being maintained. Our
solution only grows linearly in the DRAM requirement
with respect to the number of counters, which is practical
given the low cost of DRAM.1

1As of this writing, 2 GB of DRAM costs under $20, over 100 MB/dollar.

D. Outline of Paper

The rest of the paper is organized as follows. Section II out-
lines additional related work. Section III describes our proposed
randomized counter architecture in details. Section IV provides
a rigorous analysis on the performance of our randomized
counter architecture under the worst-case memory access
pattern. Section V presents evaluations of our proposed archi-
tecture. Finally, Section VI concludes the paper.

II. RELATED WORK

In this section, we outline prior work related to our problem.
As already discussed in Section I, the naive approach of storing
full counters in SRAM is prohibitively expensive. Although
a hybrid SRAM/DRAM architecture [2]–[5] significantly re-
duces the SRAM requirement, the amount of SRAM required
for tracking a large number of counters (say in the tens of mil-
lions) is still substantial and difficult to implement on-chip.
Besides hybrid SRAM/DRAM architectures, several com-

plementary SRAM-based approaches have also been proposed
that aim to make feasible the storage of large counter arrays in
SRAM through efficient representations. One category of ap-
proaches is approximate counting [6]–[8], which are all based
on the basic idea invented by Morris [6]. Approximate counting
can keep the cost low by sacrificing counter accuracy. The idea
is to probabilistically increment a counter based on the current
counter value. However, approximate counting in general has
very large error margin when the number of bits per counter
used is small, and possible estimation values are very sparsely
distributed in the range of possible counts. Therefore, when the
counter values are small, the estimation can cause very high rel-
ative errors (well over 100%). Thus, this approach is only appli-
cable to those network measurement and data streaming appli-
cations that can tolerate the inaccuracies. It may not be accept-
able for those network accounting and data streaming applica-
tions where small counter values are important for the overall
measurement accuracy. Other such systems include the Net-
Flow from Cisco [23], the filter-based accounting from Juniper
[24], and the sample-and-hold solution [25].
A second approach is a counter architecture called counter

braids [9], which was inspired by the construction of low-den-
sity parity-check codes and can keep track of exact counts of
all flows without remembering the association between flows
and counters.2 At each packet arrival, counter increments can
be performed quickly by hashing the flow label to several coun-
ters and incrementing them. The counter values can be viewed
as a linear transformation of flow counts, where the transfor-
mation matrix is the result of hashing all flow labels during a
measurement epoch. In a way, counter braids are “more pas-
sive” than SRAM/DRAM hybrid architectures. Flow counts can
be decoded through an iterative decoding process at the end of
the measurement epoch. The decoding process incurs signifi-
cantly longer delay than a DRAM access, and it can be pro-
cessed offline.
A third approach is based on an efficient variable-length

counter representation called BRICK [10]. It uses a simple
operator called rank-indexing to link together counter segments
rather than using expensive memory pointers. This counter
architecture has the advantage that it can support “active”

2Counter braids consider a more general problem that also addresses flow
association.
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Fig. 1. Memory architecture for randomized DRAM-based counter schemes. (a) Basic architecture. (b) Extended architecture to handle adversaries.

counter applications in which individual counter values need to
be retrieved at wirespeed. For such applications, this approach
provides a much more efficient representation than a naive
SRAM implementation.
In all three mentioned SRAM-based approaches, significant

amounts of SRAM are still necessary for very large counter ar-
rays (say for tens of millions of counters). In contrast, our pro-
posed solution stores all counters only in DRAM. We believe
these approaches are complementary as they have different de-
sign tradeoffs. It is worth noting that general memory systems
supporting arbitrary memory read and write accesses [26], [27]
are applicable for the maintenance of large counter arrays. How-
ever, they are not as efficient and incur large delays compared
to the memory systems specialized for this purpose.
Several packet buffer designs [28], [29] use interleaved

DRAM banks, so that packets can be written to multiple
DRAM banks following a certain order and later retrieved
according to their departure times. Only one bank can be
addressed in each cycle to avoid bank conflicts. Even though
we also explore DRAM interleaving in our counter array, the
problems of managing statistics counters and buffering packets
are fundamentally different. For packet buffer design, the goal
is to find one DRAM bank entry among all banks to store an
arriving packet so that it can be retrieved in time for departure.
While for statistics counters, the counters are stored at fixed lo-
cation. It has to be guaranteed that any counter update requests
can be successfully processed.
Finally, the idea of using DRAM interleaving to implement

large counter arrays was first proposed in [30]. We extend that
work considerably in this paper by presenting a new mathemat-
ical framework for analyzing the behavior of such architectures
under general practical conditions, as detailed in Section IV.We
also introduced a cache module in the architecture to combat
adversarial counter update patterns, which adds considerably to
the difficulty of our analysis.

III. RANDOMIZED COUNTER ARCHITECTURE

Memory interleaving has been successfully used in
the past for improving the performance of computer
systems [15], [31], [32], for graphics or video intensive
applications [17], and for implementing routing functions
like high-performance packet buffers [33]. In this section, we
describe how this technique can be employed for statistics
counting.
In this section, we describe our randomized counter architec-

ture with statistical service guarantee. Fig. 1(a) depicts a sim-
plified basic version of our randomized counter architecture.

Given an SRAM-to-DRAM random access latency ratio of
(e.g., ns ns ), we use memory banks
to store the counters. The basic idea is to randomly distribute the
counters evenly across the memory banks so that with high
probability each memory bank will receive about one out of
counter updates to it on average. If the input counter update re-
quest generated by an arriving packet is a counter index, a per-
muted index can be achieved by applying a pseudorandom per-
mutation function to the counter
index. We then use a simple location scheme where counter
will be stored in the th memory bank, where ,
at address location . Our experiments show that
simple modulo function mapping the counter indexes to dif-
ferent DRAM banks is sufficient to guarantee fairly uniform
load distribution to different banks, in which case there is no
need to store the pseudorandom permutation function explicitly.
In fact, if the input packet label (such as its 5-tuple) needs to be
hashed to a counter index, we can view the hashing as random,
and a separate permutation is no longer necessary. Hash func-
tions on 5-tuple in the packet header are commonly applied in
network processors, thus no extra cost will be added.
At each memory bank , we maintain a small update request

queue of pending update requests. To update counter that
is stored in the th memory bank, an update request is inserted
into . These request queues are then conceptually serviced
concurrently. The actual read and write operations are serviced
alternately at the time slot level. In particular, at each memory
bank , suppose a read operation is initiated at time for the
counter request at the head of . The data will be available

time slots later. Then, a write operation for the incremented
counter value can be initiated at time , which will be fin-
ished by time . We define a cycle as two time slots, the
equivalent time for reading from SRAM (one time slot) and for
writing back to SRAM (another time slot). Although an update
would actually take cycles ( time slots) to complete
for performing both a DRAM read as well as a DRAM write,
our design can effectively keep count of new packet arrivals as
long as , which enables wirespeed throughput. That
is, by randomly load-balancing incoming counter updates to
request queues, the arrival rate of new requests to each request
queue is just once every cycles, but the request queues are
serviced at the faster rate of once every cycles. It is worth
noting that I/O is not the bottleneck in our system, since in each
memory channel, DRAM banks are always accessed sequen-
tially and different banks are never accessed in the same cycle.
It takes the I/O only one cycle to finish a read or write operation
to a DRAM bank on the chip, even though the actual operation
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takes several cycles to finish inside a bank. The DRAM bank
manager will handle the actual writing of data into a bank after
receiving commands and data from the I/O.
Counter index permutation in our scheme makes it difficult

for an adversary to purposely trigger a large number of consec-
utive counter updates to the same memory bank with updates to
distinct counters since the pseudorandom permutation function
(or the key it uses) is unknown to the outside world. An adver-
sary can only try to trigger consecutive counter updates to the
same counter, which would result in consecutive accesses to the
same memory bank. To safeguard our scheme against this ad-
versarial situation, we add a fully associate cache module (say
containing cache entries) to our architecture to absorb such
repetitions, as shown in Fig. 1(b). This cache employs a first-
in–first-out (FIFO) replacement policy because: 1) only FIFO
allows us to study the worst-case performance of this system
analytically; and 2) it has long been proved in the adversarial
paging literature that fancy policies such as LRU will not out-
perform FIFO under adversarial conditions [34, Ch. 13]. With
the addition of the cache module, we can catch repeated updates
to the same counter within a sliding window of cycles. That
is, if a new counter update request arrives for counter , we can
look up the cache to see if there is already a pending update re-
quest to this counter. If there is, then we can just simply modify
that request rather than creating a new one, e.g., to change the
request from “ 1” to “ 2.” Since these two updates will result
in only one, instead of two, eventual DRAM access that is ei-
ther read or write, there is no incentive (toward degrading the
performance of our system) for an adversary to access the same
counter repeatedly within a sliding window of cycles.
In the next section, we present a detailed theoretical analysis

for the architecture depicted in Fig. 1(b) under all counter update
sequences.

IV. PERFORMANCE ANALYSIS

In this section, we analyze the performance of our random-
ized counter architecture. We prove the main theoretical result
of this paper, which bounds the probability of having a long
queueing delay at any aforementioned update request queue
associated with the th DRAM bank for all including any ad-
versarial counter update sequences. As explained earlier, this
worst-case large deviation result is proven using a novel com-
bination of convex ordering and large deviation theory.
The main idea of our proof is as follows. Given any arbi-

trary counter update sequence over a time period (viewed
as a parameter setting), we are able to obtain a tight stochastic
bound of the number of arrival counter update requests to a
DRAM bank during using various tail bound techniques.
Since our scheme has to work with all possible counter up-
date sequences, our bound clearly has to be the worst case,
i.e., the maximum, stochastic bound over all of them. However,
the space of all such sequences is so large that enumeration
over all of them is computationally prohibitive and low-com-
plexity optimization procedures in finding the worst case do not
seem to exist. Fortunately, we discover that the aforementioned
number of arrivals under all these counter update sequences
are dominated by that under a particular, i.e., the worst-case
counter update sequence, in the convex order but not in the sto-
chastic order. Since is a convex function, we are able to
upper-bound the MGFs of the number of arrivals under all other

counter update sequences by that under the worst-case update
sequence. The final tail bound is obtained by simply applying
the Chernoff bound to this worst-case MGF. However, we will
show this worst-case MGF is prohibitively expensive to com-
pute, let alone applying Chernoff technique to it. We solve this
problem through upper-bounding this MGF by a computation-
ally friendly formula.
We introduced in Section III the concept of a cycle, which

consists of an SRAM read time slot and an SRAM write time
slot. Throughout the following analysis, we will use cycle as
our basic unit of time. As explained in the previous section, we
assume the system is continuously 100% loaded—that is, there
is one incoming counter update every cycle. We refer to this
worst-case workload as an arrival rate of 1. It is intuitive that this
assumption indeed represents the worst case in the sense that the
probability bounds derived for this case will be no better than
allowing certain cycles to be idle. We omit the proof of this fact
here since it would be a tedious application of the elementary
stochastic ordering theory [35].
The rest of this section is organized as follows. In

Section IV-A, we describe the overall structure of the tail
bound problem, which shows that the overall overflow event
over time period is the union of a set of the overflow
events , which leads to a union bound.
In the next three sections, we show how to bound each indi-
vidual event using the aforementioned convex ordering
technique. In Section IV-C, we establish the worst-case number
of update requests during time interval , in terms of
convex order. In Section IV-D, we bound with the sum of
i.i.d. random variable that can be easily computed.

A. Union Bound—The First Step

In this section, we bound the probability of overflowing a
request queue . Let be the event that one or more re-
quests are dropped because is full during time interval
(in units of cycles). This bound will be established as a function
of system parameters , and . Recall that is the size
of each request queue, is the number of DRAM banks, is
the SRAM-to-DRAM random access latency ratio, and is the
size of the cache.
In the following, we shall fix and will therefore shorten
to . Note that is the overflow probability for just

one out of such queues. The overall overflow probability
can be bounded by,

(1)

which is the union bound. We first show that is bounded
by the summation of probabilities ,
that is

(2)

Here, , represents the event that the
number of arrivals during the time interval is larger than
the maximum possible number of departures in the queue, by
more than the queue size . Formally letting denote the
number of update requests to the DRAM bank generated during
time interval , we have

(3)
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Here, we will say a few words about the implicit probability
space , which is the set of all permutations on .
Since we are considering the worst-case bound, we assume
that for each cycle there is a request dequeued from the cache,
thus creating an arrival for one of the request queues for
DRAM banks. We assume that the requests are dequeued
follow arbitrary pattern, with the only restriction that the same
requested address can not repeat within cycles. This is due
to the “smoothing” effect of the cache. I.e., repetitions within
cycles would be absorbed by the cache. Given an arbitrary

dequeued pattern satisfying the above restriction, each instance
gives us an arrival sequence to the queues of the DRAM

banks.
The inequality (2) is a direct consequence through the union

bound of the following lemma, which states that if the event
happens, at least one of the events must happen,
and vice versa.
Lemma 1: .
Proof: Given an outcome , suppose an overflow

happens at time . The queue is clearly in the middle of a busy
period at time . Now suppose this busy period starts at . Then,
the number of departures from to is equal to .
Since an update request happens at time to find the queue of
size full, , the total number of arrivals during time
is at least . In other
words, happens and . This means that for any
outcome in the probability space, if , then
for some .
On the other hand, given an outcome for some
, obviously the queue will overflow at time or earlier, so
.

Remark: A similar lemma is proved in [4, Lemma 1]. Here,
we point out the stronger relationship of equivalence.

B. Mathematical Preliminaries

Recall that is the event that the number of arrivals during
the time interval , denoted as , is larger than the max-
imum possible number of departures in the queue, by more than
the queue size . The probability is clearly a random
function of the sequence of update requests that can be viewed
as parameters during the interval . Fixing any arbitrary se-
quence, it is not hard to bound using Chernoff type
of techniques, as can be bound by the sum of indepen-
dent random variables, in the convex order, using the techniques
in Section IV-D. However, it is not possible to enumerate over
all possible parameter settings, i.e., counter update sequences,
to find the worst-case bound. Fortunately, convex or-
dering comes to our rescue by allowing us to analytically bound
the MGF of under all parameter settings by that under a
worst-case setting. For simplicity, in this section we will drop
the subscripts of and use instead.
In the following, we first describe the standard Chernoff

method for obtaining sharp tail bounds from the MGF of a
random variable, in this case

where is any constant. The last step is due to the Markov
inequality. Here, is defined as . Then, the overflow
probability for one request queue during cycles is calcu-
lated according to (2). The system overall overflow probability
can be calculated as (1).
Since this is true for all , we have

(4)

Then, we aim to bound the MGF by identifying the
worst-case counter update sequences. Note that we resort to
convex ordering because stochastic order, which is the conven-
tional technique to establish ordering between random variables
and is stronger than convex order, does not hold here, as we will
show shortly.
Since convex ordering techniques and related concepts are

needed to establish the bound, we first present the definition of
majorization, exchangeable random variables, convex function,
and convex ordering as follows.
Definition 1 (Majorization [36, Definition 1.A.1]): For any
-dimensional vectors and , let denote
the components of in decreasing order, and
denote the components of in decreasing order. We say is
majorized by , denoted , if

for (5)

Definition 2 (Exchangeable Random Variables): A sequence
of random variables is called exchangeable if for
any permutation , the joint proba-
bility distribution of the permuted sequence
is the same as the joint probability distribution of the original
sequence.
For example, a sequence of independent and identically dis-

tributed random variables are exchangeable. Another example is
a sequence of random variables resulting from sampling without
replacement.
Definition 3 (Convex Function): A real function is called

convex if for all
and and all .
The following lemma about convex functions will be used

later.
Lemma 2: Let be such that
, and let be a convex function. Then,

.
Proof: Let . It is not hard to verify that

and . Hence,
and ,

which combine to prove the lemma.
Definition 4 (Convex Order [37, Section 1.5.1]): Let and
be random variables with finite means. Then, we say that is

less than in convex order (written ), if
holds for all real convex functions such that the ex-

pectations exist.
Since the MGF is expectation of a convex func-

tion of , establishing convex order will help to
bound the MGF. The following result from Marshall [36]
relates majorization, exchangeable random variables, and
convex order together. It is restated here in the language
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Fig. 2. Relationship of , and .

of convex ordering. It is a special case of a more general
theorem [36, Proposition 11.B.2].
Lemma 3 [36, Proposition 11.B.2.c]: If are ex-

changeable random variables, and are -dimensional vec-
tors, then implies .
Finally, we define stochastic order, the lack of which in our

case leads us to resort to the convex ordering.
Definition 5 (Stochastic Order [37, Section 1.2.1]): The

random variable is said to be smaller than the random
variable in stochastic order (written ), if

for all real .

C. Worst-Case Update Request Sequence

In this section, we specify the worst-case update request se-
quence in the aforementioned sense of convex ordering and
prove it is indeed the worst case.
Let , be the indicator random variable for

whether the th address is mapped to the DRAM bank under
consideration, and is the total number of addresses/indices in
the DRAM banks. We have

(6)

Thanks to the random counter index permutation scheme, we
can view ’s as a result of sampling without replacement from
values, of which are 1 and the rest are 0. Therefore, the
’s are exchangeable random variables, though they are not

independent.
Let be the count of the number of ap-

pearances of the th address during time interval . Then,
. Due to caching, the dequeued requests to

the same DRAM address should not repeat within any sliding
window of cycles. Therefore, none of the counts
can exceed , where

(7)

Moreover, let and . Then, only
the first requests could repeat with count . Fig. 2 will help
readers understand the relationship of as functions of .
We call any vector a valid splitting

pattern of , if it satisfies the following:

(8)

Let be the set of all valid splitting patterns.3 For simplicity,
we set

(9)

We are ready to specify the family of worst-case counter up-
date sequences. A worst-case counter update sequence takes the
following form: First come update requests for
distinct counter indices , and then they repeat
for times in total, finally followed by update requests
for counter indices . In other words, inside this
window of cycles, counters ( of them in total)
are accessed times and counters ( of them in
total) are accessed times. In the following Theorem 1, we
show that this arrival sequence is indeed the worst-case arrival
counter updates in the sense of convex ordering.
Let be the aforementioned pattern for one of such counter

update sequences, i.e., let
. We have the

following theorem.
Theorem 1: is the worst-case splitting pattern in terms of

convex ordering, i.e., .
Proof: Let denote the components of in

decreasing order. is already in decreasing order. Because
is a valid splitting pattern, we have

for
for (10)

Therefore, majorization condition (5) is true for .
Since

(11)

The condition is true for as well. Therefore, by defi-
nition, .
The theorem follows from Lemma 3 because are

also exchangeable.
Remark: Note that stochastic order does not hold here in gen-

eral since . For stochastic
order to hold between two random variables of different distri-
butions, their expectations must differ [37, Theorem 1.2.9].
Unfortunately, it is in general not possible to apply the Cher-

noff bound directly to the MGF of . For is
a hypergeometric random variable whose MGF is a
hypergeometric series [38] that is expensive to compute. For

is a weighted sum of two hypergeometric random
variables that are not independent of each other, so its MGF is
prohibitively expensive to compute. The next section is devoted
to dealing with this problem.

D. Relaxations of for Computational Purposes

We first state the main theorem of the paper.

3It is possible to prove that for every valid splitting pattern, there is a possible
counter update sequence matching the pattern. However, this is not essential in
our analysis.



This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination.

8 IEEE/ACM TRANSACTIONS ON NETWORKING

Theorem 2:
For

(12)

For

(13)

Proof: To prove the theorem, our remaining task is to find
a way to upper-bound by a more computationally
friendly formula, to which the Chernoff technique can be ap-
plied. The following result by Hoeffding, which bounds the out-
come of sampling without replacement by that with replacement
in the convex order, will be used to accomplish this task for

.
Lemma 4 [39, Theorem 4]: Let the population consist

of values . Let denote a random
sample without replacement from , and let
denote a random sample with replacement from . Let

. Then, .
In our algorithms, we need to use weighted sum of random

variables, therefore we extend Hoeffding’s result to the fol-
lowing theorem.
Theorem 3: Same notations as in Lemma 4. Let

be constants, . Then, is dominated by
in the convex order. Thus, for any convex func-

tion , we have

(14)

Proof: The proof of Theorem 3 is in the Appendix.
We consider the two cases: , which is the scenario that

the measurement window in number of cycles is no larger
than the cache size in number of entries, and the case
separately.
1) Case : When .

Let the population S consist of such that of ’s are
of value 1 and the rest of them are of value 0. If we let ,
then in Lemma 4 has the same distribution as our , and
’s are i.i.d. Bernoulli random variables with probability .

Because is a convex function of , from
we get

By (4), we now have the following bound:

2) Case : For , we have
, from Section IV-C. Lemma 4

cannot be applied due to the coefficients and . Instead,
we apply Theorem 3 and get

Together with (4), we have

Thus, we have proved Theorem 2.
Remark: For , we can get away with Lemma 4 alone

by taking a different viewpoint. For the worst-case counter up-
date sequence, instead of selecting permutation des-
tinations for the counter addresses and checking which ones are
mapped to the addresses in a DRAM bank, we can treat it as
selecting permutation sources and checking which ones are
among the addresses that contain the counter updates. Hence,
let the population be exactly the components of , i.e., let

. Thus, there are of ’s of value of ’s of value
, and the rest of them of value 0. Therefore

(15)

where ’s are a random sample without replacement from .
By Lemma 4, we have

(16)

where ’s are a random sample with replacement from .
Thus, the ’s are i.i.d. random variable with

if
if
if

(17)

Hence, similar to the case, we can derive the following
bound:
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For the last inequality, we used the inequality .
By (4), we now have the following bound (it is not hard to verify
that it also applies to ):

(18)

However, the bounds in Theorem 2 are better numerically in our
setting.
We also see that the bounds in Theorem 2 are translation in-

variant, i.e., they only depend on . Therefore, the
computation cost of (2) is instead of , where is
the number of cycles during a network measurement interval.
In conclusion, we have established bounds for the over-

flow probability under the worst-case counter update request
sequences. The bounds can be computed by number
of numerical minimizations for one-dimensional functions
expressed in Theorem 2.

V. PERFORMANCE EVALUATION

In this section, we present evaluation results for our pro-
posed DRAM-based counter array architecture. The outline of
this section is as follows. Section V-A describes the instantia-
tion of our proposed solution. Section V-B outlines the parame-
ters of two real-world Internet traffic traces for our evaluations.
Section V-C presents numerical results derived using the analyt-
ical models presented in Section IV for our randomized counter
architecture. Finally, Section V-D provides a comparison of our
new approach with the state-of-the-art hybrid SRAM/DRAM
approach [4].

A. Implementation Details

To provide a general formulation, we have assumed in
Section III that the request queues are conceptually serviced
concurrently. This could be realized by using separate
parallel memory channels to separate sets of memories.
However, this is unnecessarily expensive as modern DRAM
architectures already provide a plentiful number of internal
memory banks. Therefore, a single memory channel can be
used to pipeline memory transactions across them at peak rates
when operating in an interleaving manner.
To provide a concrete analysis of our proposed solu-

tion, we use the specifications of an actual commercial
high-bandwidth memory part, namely the XDR memory from
Rambus [17], [19]. As depicted in Fig. 3, each XDR memory
chip contains 16 internal memory banks. Although the XDR
memory has a worst-case access latency of 40 ns for a read
or a write operation, a new read or write transaction could be
initiated every 4 ns if it is initiated to a different memory bank.
For an OC-768 link at 40 Gb/s, a new minimum size packet
(40 B) can arrive every 8 ns. To support a counter update on
every packet arrival, about 4 ns is available for a memory read
or a memory write. Fortunately, the XDR memory can support
this rate of new memory operations.
In particular, one concrete implementation is to use

memory banks and two memory channels, with 16 banks on
each memory channel. For each memory channel, we can ser-
vice its memory banks in the round-robin order. Therefore, a
new memory operation can be serviced once every 16 cycles.
With both memory channels operating in parallel, each of the

memory banks can indeed be serviced deterministi-
cally once every 16 cycles. Fortunately, processors with dual

Fig. 3. Example high-bandwidth DRAM architecture [17]. Each XDRmemory
IC has 16 internal memory banks that can be interleaved to achieve high-band-
width memory access.

memory channels are becoming increasingly common. For ex-
ample, both the Cell processor from IBM/Sony/Toshiba [18]
and the latest mainstream Intel x86 multicore processor [40]
have built-in dual-channel memory controllers. This configu-
ration corresponds to setting in our analysis, and it
can handle any SRAM-to-DRAM access latency ratio that is no
smaller than 1/16. It is worth noting that we use an ASIC im-
plementation where we can directly interact with the external
DRAMs. Such a design is different from using a general-pur-
pose CPU to implement the algorithm since modern CPUs al-
ways use intermediate caches to access external DRAMS.

B. Traffic Traces

For our evaluations, we use parameters derived from two
real-world Internet traffic traces. In particular, the traces that
we used were collected at different locations in the Internet,
namely University of Southern California (USC) and Univer-
sity of North Carolina (UNC), respectively. The trace fromUSC
was collected at their Los Nettos tracing facility on February 2,
2004, and the trace from UNC was collected on a 1-Gb/s ac-
cess link connecting the campus to the rest of the Internet on
April 24, 2003. The trace from USC has 120.8 million packets
and around 8.6 million flows, and the trace segment from UNC
has 198.9million packets and around 13.5million flows. To sup-
port sufficient counters for both traces, we set the counter array
configuration to support million flows.

C. Tail Bounds for Randomized Counter Architecture

The randomized counter scheme avoids the need to replicate
counters, and thus requires the same amount of DRAM as the
hybrid SRAM/DRAM schemes.
1) Overflow Probabilities With : In this section,

we present the numerical results computed from the formulae
derived in Section IV using MATLAB 7.11. We use
for all the following examples, where is the total number of
cycles for the measurement period. The overall overflow prob-
ability can be calculated from (1) and (2).
In Fig. 4, the overflow probability bounds with different

cache size as a function of queue length are presented,
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Fig. 4. Overflow probability bounds as a function of request queue size with
and .

where and . It is easy to see from this graph
that as the request queue length increases, the overflow
probability bound decreases. However, after reaches certain
thresholds, the overflow probability bound stays practically
flat. The flat level depends on the cache size , which confirms
our prediction that given a fixed-size cache of size , in the
worst case an adversary can keep sending repetitive requests
that is cycles apart, thereby causing system to overflow with
nonzero probability no matter how large the request queue size
is. Actually, as cache size approaches infinity, the overflow
probability as a function of queue length becomes the over-
flow probability of a discrete-time single server FIFO queue
with Bernoulli arrivals (Geo/D/1 queue) with arrival proba-
bility to a queue of limited size . As shown
in Fig. 4, when , the overflow probability bound
has only negligible decreases as cache size increases for
the practical setting of overflow probabilities. In other words,
by increasing the size of the cache, the performance of the
system will not improve significantly. Therefore, we consider
that is enough for practical purposes in achieving an
overflow probability bound of 10 with request queue larger
than 45 entries.
In Fig. 5, the system overflow probability bounds with dif-

ferent numbers of memory banks as a function of queue
length are presented, where and . Cache
size is used here because by using a larger cache,
the system performance will not achieve significant improve-
ments. It can be seen from this figure that given the same , as
the number of memory banks increases, the overflow prob-
ability bound decreases, which confirms our analysis that by
using more memory banks, the load of arrival requests to each
bank is reduced. Let us define the total queue size as , where

. From Fig. 5, the optimal configuration for total
queue size that can achieve a certain overflow probability bound
can be calculated by choosing the curve with the smallest that
achieves this overflow probability bound.
2) Overflow ProbabilitiesWith : In this section, the

overflow probability for the system with is presented.
Compared to a system with , we expect the system
with to achieve better/lower overflow bounds with

Fig. 5. Overflow probability bounds as a function of the number of memory
banks with and .

Fig. 6. Overflow probability bounds as a function of queue size with
and .

the same setting since the increase of value corresponds to a
smaller gap between the DRAM and SRAM access latencies.
In Fig. 6, the overflow probabilities as a function of cache size
and queue length are presented, where and
, i.e., there are 32 memory banks in the system. It is easy to

see from this graph that as increases, the overflow probability
decreases. For , the overflow probability
decreases exponentially. In Fig. 6, it is also shown that as the
cache size grows, the overflow probability decreases. When

, the overflow probability has only negligible de-
creases as cache size increases. I.e., by increasing the cache
size used in the system, the performance will not be improved
much for the practical setting of overflow probabilities. There-
fore, is enough for the practical purposes. Compared
to Fig. 4, with a larger and the same request queue size, the
cache size can be significantly reduced to achieve the same
overflow bounds.
In Fig. 7, the system overflow probability with different

number of memory banks as a function of is presented,
where and . It can be seen from this figure
that given the same , as increases, the overflow probability
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TABLE I
COMPARISON OF DIFFERENT SCHEMES FOR A REFERENCE CONFIGURATION WITH 16 MILLION 64-b COUNTERS. FOR OUR METHOD, ,

AND

Fig. 7. Overflow probability bounds as a function of number of memory
banks with and .

decreases. Compared to Fig. 5, we can see that with a small
increase in the SRAM-to-DRAM access latency ratio and the
same setting of , even with half the cache size, the overflow
probability bounds are significantly reduced.
Our simulation results above show the overflow probability

for the worst-case counter update sequences among all possible
ones. For actual traffic pattern from real-world traffic traces, the
system performance is much better than the one predicted by the
overflow probability bound. We run our simulations using the
two Internet traces from USC and UNC for an extensive period
of time. By setting the parameters such that ranges from 2000
to 9000, ranges from 30 to 70, and ranges from 28 to 34,
we observed no system overflow in either of the traces. This can
be explained as that the counter update patterns in real traces
are much better than the worst-case update patterns predicted in
our paper. Thus, our statistics counter array, which is designed
to handle worst-case update patterns, does not overflow at all
for the two real traces.

D. Cost-Benefit Comparison

Table I compares our proposed approach with a naive
SRAM approach as well as the hybrid SRAM/DRAM counter
architecture approaches [2]–[5]. The naive SRAM approach
simply implements all counters in SRAM. For the hybrid
SRAM/DRAM approach, we specifically compare against
the state-of-the-art scheme proposed by Zhao et al. [4] that
provably achieves the minimum SRAM requirement for this
architecture class. As demonstrated in [4], in one example
setting their approach requires almost a factor of six times less
SRAM than the first hybrid SRAM/DRAM solution proposed
in [2] and more than a factor of two times less SRAM than an
improved solution proposed in [3]. For an SRAM-to-DRAM
latency ratio of , the architecture in [4] requires

bits SRAM bits per counter.

In addition, it needs a very small amount of SRAM to maintain
a “flush request queue,” on the order of about 500 entries to
ensure negligible overflow probabilities.
For 16 million counters, a naive implementation would re-

quire 128 MB of SRAM, which is clearly far too expensive.
For the scheme by Zhao et al., it just requires 1.5 kB of control
SRAM to implement a flush request queue with 500 entries. The
size of each entry is million b (3 B) to encode the
counter index. However, even though the scheme requires just
4 b per counter to store the partial increments, 8 MB of counter
SRAM is required for 16 million counters. This is a substan-
tial amount and difficult to implement on-chip. Moreover, this
counter SRAM requirement grows linearly with the number of
counters, making it difficult to support faster links or longer
measurement periods where more counters would be needed.
Other SRAM schemes exist [8], [11], where much smaller-size
SRAM is required and no DRAM access is necessary to retrieve
a counter value. However, they only approximate the counters
to a certain extent, and there is no guarantee that any counter
value is exact. On the other hand, our proposed scheme, together
with the naive SRAM and hybrid SRAM/DRAM solutions, al-
ways return exact counter values if there is no system overflow.
For our scheme and hybrid SRAM/DRAM solutions, the exact
counters are retrieved at the expense of slow DRAM accesses.
For our proposed randomized counter solution, a small up-

date request queue needs to bemaintained at eachmemory bank.
As shown in Fig. 4, when we use memory banks,

entries is sufficient for each update request queue to
ensure a queue overflow probability bound of 10 , for a total
of entries. Each entry requires 3 B to en-
code the counter indices of 16 million counters and 4 b for ac-
cumulated counts, resulting in a total of about 5.5 kB of SRAM
to implement these update request queues. Since these update
request queues are statically sized, they can be simply imple-
mented as an array.
In addition, as shown in Fig. 1(b) in Section III, our ran-

domized counter architecture also maintains a small cache to
keep track of pending update requests. This cache can be im-
plemented as a fully-associative cache using a content-address-
able memory (CAM) with a FIFO replacement policy. For

, we need a CAM with 25 kB in size to support 3 B en-
coding of counter indices and 4 b for accumulated counts.4 Al-
though our comparisons here are for integer counters and in-
crements of one only, we emphasize that our general scheme
supports increments and decrements of arbitrary amounts, and
other number representations such as floating point numbers.
It is worth noting that the overflow probability bounds are

derived for our randomized counter architecture using the

4An accumulation counter of 4 b can absorb 16 increments to the same counter
into one update request, which can be serviced in the time of 16 increments, thus
offering an adversary no advantage in repeatedly hitting the same counter within
a sliding window of cycles.
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worst-case counter update assumption. In practice, the system
overflow probability for the Internet traffic is much smaller than
the overflow probability bound since real-world traffic traces
contain more interleaving-friendly counter update patterns than
the worst case predicted by our model. While our analysis
predicts that request queues with 50 entries are required to
achieve an overflow probability bound of 10 with a cache
of size 7000, in our experiments the number of occupied entries
in a request queue never exceeds 18.

VI. CONCLUSION

In this paper, we have addressed the problem of maintaining
a large array of exact statistics counters that needs to be updated
at very high speeds.We proposed a DRAM-based counter archi-
tecture that can effectively maintain wirespeed updates to large
counter arrays by exploiting advanced architecture features that
are readily available in modern commodity DRAM architec-
tures. In particular, we presented a randomized counter archi-
tecture that can harness the performance of modern commodity
DRAM offerings by interleaving counter updates to multiple
memory banks. We presented a rigorous theoretical analysis on
the performance of our proposed counter architecture under the
worst-case counter update sequences using a novel combination
of convex ordering and large deviation theory. Our analysis also
takes into considerations of the adversarial counter update pat-
terns. Among the salient features of our proposed DRAM-based
counter architecture is its ability to support arbitrary increments
and decrements at wirespeed as well as different number rep-
resentations, including both integer and floating point number
representations.

APPENDIX
PROOF OF THEOREM 3

Remark: The theorem can be shown to be false if ’s can
have mixed signs. E.g.,

is strictly convex, then

(19)

by Jensen’s inequality. On the other hand, the signs of ’s do
not matter since we can do a shift to make all ’s positive.

Proof: Following Hoeffding’s notation, for an arbitrary
function of variables, we have

(20)

(21)

where , and is taken
over all -tuples of distinct positive integers not ex-
ceeding . The goal is to find function such that the terms
of in (21) can be rewritten into terms of , and each term
of will dominate each term of in (20) for

(22)

Hence, we want

(23)

For , we can use

(24)
In general, let denote the set . Let

(25)

be the set of all partitions of . Let

(26)

be the set of all mappings from to itself, with the restriction
that the points in image of h, , are fixed points of . We
can denote by the vector . Any naturally
induces a partition . For example,
the mappings all
induce the partition . We will let be linear
combinations of for all —e.g., in the
case of , due to our definition of , we do not include

in . We define as

where

(27)

where are constants. We note that from the definition, and
satisfy

(28)

(29)

We need to argue that there exist such that (23) is true for any
. Here, wewill specify exactly. Take for example. For
any distinct appears once on the left-
hand side (LHS) of (23). It corresponds to .
On the right-hand side (RHS), for any distinct that are
different from , we have

(30)
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(31)

(32)

(33)

Adding up the bold diagonal terms gives us .
Since there are choices for , we need to
have

so . In general, we need to set , where
denotes the number of subsets in partition .
Now, we consider the case

If we set , we see from (23) and (27) that

(34)

This can also be shown directly since

We can view as one way to count all ordered sam-
ples of size with replacement, by considering all repetition
patterns, thus it equals .
If we set , then is a linear combi-

nation of . It may be possible to argue that the ratio
between the coefficients for and will be . Here,
we calculate it directly. We have

For example, for , we have

For , the first and third terms yield

and similarly for . Therefore

(35)

From (34), (35), and Jensen’s inequality, we get

(36)

Hence, , which
together with (23) completes the proof.
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